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Preface

This documents a contract deliverable with an approval code ofA& such, it does not require
formal Governmentpproval. This document is delivered for information only, but is subject to
approval as meeting contractual requirements.

Any questions should be addressed to:

Data Management Office

The EGS Project Office

Raytheon Systems Company
1616 McCormick Dr.

Upper Marlboro, MD 20774-5301
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Abstract

This is Volume 11 of a series of lessons containing the training material for Release 4 of the
Earth Observing Wtem Data andIinformation §stem (EO®IS) Core System (ECS). This

lesson provides a detailed description of the pro@egsredto performthetasksassociatedvith
daabaseadministraion.

Keywords: training, database administration, course objective, metadata
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Introduction

Identification

Training Material Volume 11 is part of Contract Data Requirements List (CDRL) Item 129,
whoserequirementsare specifiedin Data Item Description (DID) 625/0P3 and is a required
deliverable under the Earth Observing System DRaizInformation System(EOSDIS) Core
System (ECS), Contract (NAS5-6000).

Scope

Training Matrial Volume 11 desciies he processes and procedures nexlio acconplish
DatabaseéAdministration. This lesson is designed to provide the operations staff with sufficient
knowledge and information to satisfy all lesson objectives.

Purpose

The purpose of this lesson is to provide a detailed course of instrtizditiorms the basisfor
understandinddatabaseAdministration. Lesson objectives are developed and will be used to
guide the flow of instruction for this lessorhe lesson objectives will serve as the basis for
verifying that all lessontopics are contained within this Student Guide and slide presentation
material.

Status and Schedule

This lesson module provides detailed information about traifongRelease4. Subsequent
revisions will besubmittel as needed.

Organization

This document is organized as follows:

Introduction: The Introduction presents the document identification, scope,
purpose, and organization.

Rdated Doawumentdion: Rdated Doawmentaion identifies paent, goplicable and
information documents associated with this document.

Student Guide: The Student Guide identifies the core elements of this legsibn.
Lesson Objectives and associated topics is included.
Slide Presentaion: Slide Presentation is resaved for dl slides usal by theinstrudor

during the presentation of this lesson.
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Related Documentation

Parent Document

The parent document is the document from which this ECS TraMigrial's scopeand
content are derived.

423-41-01 Goddard pace Fight Center, EOBIS Core §stem (EC$ Statement
of Work

Applicable Documents

The folowing docurent are referenced wiin this ECS Training Material, or are direcly
applicable, or contain policies or other directive matters that are bindmgthe contentof this
document:

420-05-03 Goddard pace Fight Center, Earth Observingy&tem (EO$%
Performance Assurancedguirements for the E3S Core S§/stem
(ECS)

423-41-02 Goddard pace Hight Center, kEnctional and Bformance

Requirements Specification for the Earth Observing System Data and
Information §stem (EO®BIS) Core §stem (EG)

Information Documents

Information Documents Referenced

The following documents are referenced herein and amplify or clarify the information presented
in this document. These documents are not binding on the content of the ECS Training Material.

609-CD-003 Operations Tools Manual for the ECS Project
611-CD-004 Mission Operation Procedures for the ECS Project
535-TIRCPT-001 Goddard pace Hight Center, Mission Operations and Datst®ms

Directorate (MO&DSD) Technical Information Program Networks
Technical Training Faility, Contractor-Providel Traning
Specficaion

Informa tion Doc uments Not Referenced

The following documents, although not referenced herein and/or not directly applidable,
amplify or clarify theinformation presented in this documefthese documents are not binding
on the content of the ECS Training Material.

220-TP-001 Operations Scenarios - ECS Release B.0 Impacts, Technical Paper for
the ECS Project
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Database Administration

Lesson Overview

This lesson will provide you with the tools needed to perform the various tasks required to
administeg and mantain the daabase and stru¢ure management for theEarth Obseving Systen
Data and Information System (EOSDIS) Core System (ECS) during maintenance and operations.

Lesson Objectives

Overall Objective - This lessonprovides a detailed description of the different tasks required to
maintain the datbaseand structure managenent for ECS, provide he operabns nterface b

perform database administration utilities such as product installation deskd storage
management, managing user accounts and privileges, backup and recovery, monitoring physical
allocation of database resource information, loading metadata and maintaining metadata.

Condition - The student will be given a copy 625-CD-011-001 ECS Projeclraining
Material Volume 11 Database Administratiand a functioning system

Standard - The student will perform without error the procedures required to perform database
administraion.

Specific Objective 1 - The studeat will be able to aeate new daabase devices, dlocate
appropriate disk space to house the new database, and maintain database segments including:

e Indexing physical allocation of databases.

e Managing and monitoring the use of available dipkce memory,connectiorerror
logs, state of transaction logs, device problems, etc.

Condition - The student will be given a copy 625-CD-011-001 ECS Projeclraining
Material Volume 11:Database Administratioand a functioning system

Standard - The studentwill performwithout errorthe procedures relating to the creation of new
dawbase dewves, he alocaton of appropadte disk space, and amtenance of dabase
segments.

Specific Objective 2 -The studet will able to stat and shutdown th&QL sever.

Condition - The student will be given a copy 625-CD-011-001 ECS Projeclraining
Material Volume 11:Database Administratioand a functioning system

Standard - The studentwill perform without error the procedures relating the startup and
shutdown of the SQL server.

Specific Objective 3 - The student will be able to perform database user account and access
privilege procedures including:

- Creating user accounts.
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e Granting and revoking access privileges for data retrieval, insertion, deletion and
update of objects.

e Granting and revoking roles for SQL server users groups.

Condition - The student will be given a copy 625-CD-011-001 ECS Projeclraining
Material Volume 11:Database Administratioand a functioning system

Standard - The studentwill performwithout errorthe procedures relating to the creation of user
accounts and the granting and revoking of access privileges.

Specific Objective 4 - The studet will be able to peform daabase security and auditing
procedures.

Condition - The student will be given a copy 625-CD-011-001 ECS Projeclraining
Material Volume 11:Database Administratioand a functioning system

Standard - The student will perform without error the procedures relatindatabasesecurity
and auditing procedures.

Specific Objective 5 -The studet will be able to peform daabaseintegrity monitoring.

Condition - The student will be given a copy 625-CD-011-001 ECS Projeclraining
Material Volume 11:Database Administratioand a functioning system

Standard - The studentwill performwithout error the procedures relating to database integrity
monitoring.

Specific Objective 6 -The studentwill be able to perform database backups on a regular or on-
demand basis.

Condition - The student will be given a copy 625-CD-011-001 ECS Projeclraining
Material Volume 11:Database Administratioand a functioning system

Standard - The student will perform without error the procedures relating to database backups.

Specific Objective 7 -The studet will be able to paform arecovery of thedaabasefollowing a
system failure or on-demand.

Condition - The student will be given a copy 625-CD-011-001 ECS Projeclraining
Material Volume 11:Database Administratioand a functioning system

Standard - The student will perform without error the procedures relating to database recovery.

Specific Objective 8 -The studentwill be ableto configure databases unique to ECS DAACs
including:

e Making daabasesize estimates and planning.
e Preparing database-unique attributes.
e Preparing database reports.

Condition - The student will be given a copy 625-CD-011-001 ECS Projeclraining
Material Volume 11:Database Administratioand a functioning system
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Standard - The student will perform without errothe proceduresrelating to database
configuration specific to the ECSAACS.

Specific Objective 9 - The student will be able to peform daabase tuning and peformance
monitoring procedures including:

e Design and indexing.
e Responding to queries.
e Monitoring and boosting performance.

Condition - The student will be given a copy 625-CD-011-001 ECS Projeclraining
Material Volume 11:Database Administratioand a functioning system

Standard - Thestudent will perform without error the procedures relating to database tuning and
performance monitoring.

Specific Objective 10 -The student will able to maintain the interface file to the SQL server.

Condition - The student will be given a copy 625-CD-011-001 ECS Projeclraining
Material Volume 11:Database Administratioand a functioning system

Standard - The studentwill perform without error the procedures relating maintaining the
interface fie to the QL server.

Importance

ECSrelieson vastamounts of data from the science user perspective and from a maintenance
andoperationgerspective.Accurate information stored in the science databases allows science
user’'sto access necessary data quick8imilarly, databases that maintain operational data must
be kept current in order for routine and specialized administrative tasks to be performed.

Special Instructions on Procedures

All procedures in this training guide assume that you are logged & sistemserveror
workstation as yourself.

Many DBA tasks will bepeaformed by using s@pts thd are run from thecommand line. Some
scripts may require modification which will requireyou to use a text editor of your choice.
These procedures do not give keystroke-by-keystroke information on how to edit thieefjle;
only instruct you to make the changes required to perform the task.

9 625-CD-011-002
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Overview

Database administration involves the maintenance of databases by ins&{Qingerver
products,managingdisk storage space, managing user accounts and privileges, and performing
database backup and recovery operations.

Database Admi nistrator (DBA) Tasks and Functi ons

The Database AdministratofDBA), is the individual or office responsible ftne installation,
configuration,update, maintenance, and overall performance and reliability of the SQL Server
database In gened, the DBA is coneerned with theavailability of the sever, theddinition and
management of resources allocated to the server, the definitionaaradjememf databaseand

objects resident on the server, and the relationship between the server and the operating system.

The DAAC Database Administrators perform the following functions:

e Perform the database administration utilities, sasldatabasdackup,maintenance
of database transaction logs, and database recovery.

e Monitor and tune the physical allocation of database resources.
e Maintain user accounts.

e Create user registration and account access cop&whissionsin the security
database.

e Work with data specialists in information management tasks involving datatiates,
sets, and metadata management.

e Perform daily database synchronization.

A Note About Di rectory Structur e(s)

Thefollowing tabledescribeghe directory structure used for Sybase database administration in
Release 4.

$SYBASE is a shortcut for the full path to the/liase home directoryBecause each DAALC
may supporta different full path to that directory (e.g., /usr/ecs/OPS/COTS/sybase, /vol0/gybase,
etc.), this doament will refer to thepah as $SYBASE.

11 625-CD-011-002



Table 1. Directory Structure(s)

Directory Contains

$SYBASE/bin Utilities necessary to load, run, and access the servelf

$SYBASE /install Files used to start dataservers, backupserver and to 1
server messages (errorlogs)

$SYBASE /scipts Root directory for all script files executed on the serveg

=

$SYBASE/scripts/server.databases

5 SQL script files used to creatnd alter databases, use
and objectson the server

$SYBASE/scripts/server.devices

SQL script file (disk init)used to map physical storageg
a logical name.

backup directory:
$SYBASE/sybase dumpdinal

Root directory that contains all backup subdirectories
is recommended, but not required, that this directory

config tbd) refer to as on a separate physical disk

$BACKUPS

backup subdirectory: Created each evening by the sysbasedumb cron job,

$BACKUPS/backups_for_YYMMD| are named DATABAE _NAME.dat.Z.

D (e.g. DATABASE NAME = SubServer)

ftools/syb0Cv11.1.0 HP’s and SUN'’s db-lib, ct-lib, and xa-lib client library
files used by appiaions b gan accessathe server

/tools/syb0Cv11.1 32 SGI’s db-lib, ct-lib, and xa-lib client library files used Qy

applcaions b gan accessathe server

Naming Conventi ons

In orderto keep track of the large number of files that you will create and work with throughout
your tenureasDBA, andbecause other people will come into contact with these files at one time

or another, please follow these sim

the length of the file nam

Parts of names are sepa

().

All backup files are located under

separate physical disk.These files are kept for a period of 30 day and they are named
database name_dat.Z where database nameis the daabase name for tha sever.

example, a backup of IoAdAdv
loAd AdvService.dat.Z.

ple naming conventions for your files:

Thefile nameshouldindicatethe function and/or content of the object regardless of

e.

Only easily understandable abbreviations should be used.

rated by the underscore character ().

An maximum of onesuffix is pemitted and is gppendal to thefile nane by aperiod

The full path of the object is considered to be part of the name

the $SYBASE/sybase_dumps directory, which noayabe

For
Service database would be in a backup file called

12 625-CD-011-002
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All SQL saipt files hare the .sql suffix. Therr names referencehie obgcts they creag or
functionsthey perform,andareall locatedeither in $SYBASE/scripts or belowA SQL file to
creae the loAd AdvService database is named
$SYBASE/scripts/create.catabasesifoAdAdvService.sd, and another file used to alter the
database might be call&$YBASE/scripts/create.catabasesalter _loAdAdvService.sd.

All SQL Servers are named [machine name]_srvr, backup servers are [machine name]_backup.

All errorlogsare named [machine name]_errorlog, and backup errorlogs are named [machine
name]_backup.log.

Table 2 below provides a listing of Release 4 SQL Servers.

Table 2. Release 4 SQL Servers

Database Content

gOacg01_srvr Data Subsystem Server (Science Dataserver and Storage
Management)

gOacg01_backup

g0ins01_srvr Subscription Server

g0ins01_backup

gOmss21_srvr Management Subsystem Server (ACL and MSS Databases)

gOmss21 backup

g0ins02_srvr Data Management Server (Advertising and Data Dictionary)

g0ins02_backup

g0pls02_srvr Planning and Data Processing Server (Autosys)

gO0pls02_backup

g0icg01_srvr Ingest Server

gOichl=backup

13 625-CD-011-002
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Release 4 Databasese

Release 4 Databases

Release 4 databases are divided into two categories:

e Production databases contain data used in the genepétoml-useproductssuchas

the Earth Science Data Types (ESDTSs), Product Generation Executables @@ES),

meaddaa

e System Managerent datbases hal results of sysem acivity and access, suchs
configuration management, network activity, and trouble tickets.

Table 3 and 4 detl the nformation sbred n each dabase.

Table 3. Release 4 Production Databases

Database

Content

Ingest DB

File types to be ingested, status of ingest production requests,
historical summary.

Planning & Data Processing
System (PDPS)

PGE information to plan production.

Metadata

Collection, granule, document, producer, and other descriptive
information about science data.

MSS Management DB

System and application performance information, user profiles, and
order tracking information.

Storage Management Pull
Monitor

Staging disk usage, tape drives available, requests needing resources.

Data Dictionary

User descriptions of attributes and other terms in system

Document Database (WEB-
based search only)

ECS-related science documents.

ASTER Lookup Table (LUT)

Atmospheric correction parameters

CSS Persistent Access Control
List (ACL)

List of principals who can access components.

Advertising Database

Holdings and services available to users.

Subscription Database

Principals (users or servers) to be notified when a specified event
occurs.
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Table 4. Release 4 Syst em Management Databasese

Application Tool Server

Network Management HP OpenView MSS

System Performance Management Tivoli TME/Sentry MSS
Extensible SNMP Agent Peer Networks Optima All platforms

Trouble Ticketing Remedy Corporation ARS MSS

Physical Configuration Management Accugraph Corporation (PNM) MSS

Security/DCE Management HAL DCE Cell Manager CSS

Software Change Management Clearcase CM

Change Request Management DDTS CM

Baseline Manager HTG XRP CM
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SQL Server Overviewe

Sybae SQL Sever is ardationd daabase engine which provides a multi-threaded database
kernelcapableof handlingall functionsnecessary.As shown in Figure 1, the database engines
run as cooperating processes communicating via shared meriibgy operateon common
databases and memory data structufidsese processgsovidea fully symmetricalenvironment

for executing user tasks where any one engine is capaldé thfe functionslike disk I/O,
locking, network read and write, etcThough there maype multiple enginesexecutinguser
tasks, he users see ognh sngle servee.

Sybaeprovides RAID 0 (mirroring) epability natively. This dlows disk deices to bemirrored
within SQL Server without any additional software or hardware at the Solaris or disk sub-system
level.

< - - _>% @8@

Network
CPUs Disks
Opeating System

Engine0 Enginel | ....... EngineN
Registers Registers Registers
Network | | File Desariptors Network || File Desariptors Network | | File Desaiptors

110 /10 110

Running Running I Running

SQ ServerExeautable (sharal)

Data Cadhes | Procedure Cache |

Other
| | | Locks | Memory

I:I | Pending VO quete |
L Shared Menory

Figure 1. SQL Server A rchit ecture

Key featires of )L Server are:
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Client Softwae (gpplications geealy written in C or C+)

The SQL Server itself runs under the different flavorthefUNIX operatingsystem(alsoVAX,
NT, and others), and manages it's own memory and user “threads”.

It is best to have hardware devoted exclusively to SQL Server, it is memory intensive.

Look at SQL Server as nothing more than a really sophisticated page (2048skdapp)ng
application.

What is a Transaction?

A transactionis the QL Server’s bast uni of work. Each ®L statementthatmodifiesdatain
a database is considered a transaction, and SQL Servethese® keeptrack of all database
changes.A transadbn consits of one or nore TransaeBQL statements thatsucceed or faiasa
unit. Each sucess or féure is recorded automdically in the daabasés transation log.

What is a Transacti on Log?

TheTransadbn Log is an ever-expandg file thatrecords each and everansadion thatoccurs

in adaabase This log is usd to peform acomplde recovery of thedaabasein the event of a
mediafailure. The transaction log is normally maintained on a different database device or even
a completelyseparatesystemthanthe rest of the database so that it can be read should a failure
occur.

How Transacti on Loggi ng Wor ks

Thetransactiorog is a write-aheadog. When a user issues a statement that would modify the
database SQL Sever automdically opens thetransation log and writes atransaction start
statement After all changes for a akementhave been recordedtran saction end statementis
written to the log, and the log is written to an in-cache copy of the data Jdwedatapage
remainsin cacheuntil the memory is needed for another database page at which time the
checkpoint process writes the changes to disk.

If any stdement in atransaction fails to complde dueto opeator aror, theopeator aborting the
procedure or mechancal failure, QL Server aubmaticaly reverses &lchanges e by he
transaction. SQL Server writes an “end transaction” record to the log at the end of each
transaction, recording the status (success or failure) of the transaction.

Each database has its own transaction log that records all changes to its database which may
may not be on the same database devités stronglyrecommendedhat transactionlogs be
kept on a device separate from the database as insurance against catastrophic data loss.

The transation log grows in sig ove time and ma cause daabase problans when full.
Therefore, the transaction log must be dumped periodically.

When modifying data, the server takes the following steps:
1. Writes abegintran recordn the log (in cache).

2. Records e nodificaion in the log (in cache).
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3. Performs the nodificaion o the dah (in cache).
4. Writes acommit tan recorda the log (in cache).

5. Flushes all “dirty” (modified) log pages to disk.

Getting Infor mati on about the Tr ansacti on Log

The transaction log contains enough information about each transaction to ensure that it can be
recovered. Use thedump transac¢ion command to copy the information it contains to tape

disk. Usesp_spaceused syslogs check the size of the logt sp_helpsegmert logsegmen to

check he space avkble for log growh.

The SQL Sever instdlation saipt sybinit, is used to install the SQL Server component, any
Open Client/Server components (for connecting to SQL Server), and to create/manage the
interfaces fle. The nterfaces fie defines he nanes and pdts D the avadiable QL Servers.

When a new QL Server is installed, a corresponding entry must be made in the interfaces file
for Open Qient access.

Addi ng an entr y to the i nterfaces fi le
Adding anentry to th e interfaces fie (When a new SQL Server is created):

1 Type,su — sybasand presfeturn.

2 Type,cd $SYBASE/instalbnd presfeturn. (where $SYBASE is the directory
where the Sybase software resides on the Sybase Open Client)

3 Type ./sybinit and predReturn

4 Type,1 (Release directory) and pré®sturn

5 If itis correct the pres®Return. If not correct, then type the correct path and press
Return

6 Type,2 (Edt / View Interfaces He) and pres&keturn

7 Type,1 (Add a new entry) and preReturn

8 Type,1 (Server Name) and preRgturn

9 Type the servernamée.g. gOmss01_srvr) and pré&sturn

10 PressCtrl-A

11 Type,1 (Retry Count) and preg&turn

12 Type,5 and presReturn

13 Type,2 (Retry Delay) and pres&eturn

14 Type,5 and presReturn

15 Type,3 (Add a new listener service) and prBssurn

16 Type,1 (Hostname/Address) and pré&sturn

17 Here, you type the host name of the machine where the SQL Server réfsides.
hoshane is correct pressReturn. If it is not correct, then type the correct host name
and presfeturn

18 Type,2 (Port) and presRketurn

19 Here, you type the port number on which the SQL Server is running or will be
running and presReturn

20 PressCtrl-A

19 625-CD-011-002



21
22
23

24
25

Type “y”, when you are prompted with “Is this information correct?”
PressCtrl-A

Type “y”, when you are prompted with “Write the changes to the interfaces file
now?”

PressCtrl-A

PressCtrl-A

Modifying an exi sting entr y in the interfaces fi le
Modifying an existing ertry in the interfaces fie
(When the machine that has he SQL Sever is running gas moved):

Type,su — sybasand presfeturn.

Type,cd $SYBASE/instaland presfeturn. (where $SYBASE is the directory
where the Sybase software residesSgbase Open Client)

Type,./sybinit and presReturn.

Type,1 (Release directory) and pré®sturn

If itis correct the pres®RReturn. If not correct, then type the correct path and press
Return

Type,2 (Edt / View Interfaces He) and pres&keturn

Type,2 (Modify an existing entry) and preBeturn

Type in the number for the SQL server you are modifying (the number is on the right
hand side of the SQL server entry and pRs&irn

PressCtrl-A

Type,4 and pres®eturn. This is the only entry you might have to change.
Type,1 (Hostname/Address) and pré&sturn

Type, thecorrect hostname or IP addressd pres&eturn

Type,"y” , when you are prompted with “Is this information correct?”
PressCtrl-A

Type,“y” , when you are prompted with “Write the changes to the interfaces file
now?”

PressCtrl-A

PressCitrl-A

Deleting an existing ertry i n the interfaces fie:

|_\

Type,su — sybasand presfeturn.

Type,cd $SYBASE/instaland presfReturn. (where$3SYBASE is the directory
where the Sybase software resides or Sybase Open Client)

Type,./sybinit and presReturn.

Type,1 (Release directory) and prdssturn.
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If it iscorrect the pres®Return. If not correct, then type the correct path and press
Return.

Type, in thenumbe for the SQL saver you want to déete (The number is on the

right hand side of the SQL server entry and pRessirn.

Type,“y” , when you are prompted with “Remove this entry from the interfaces file?”
Type,“y” , when you are prompted with “Write the changes to the interfaces file
now?”

PressCtrl-A

PressCtrl-A

Start an SQL Server

A SQL server process manually started when a new serves insi@lled or afer a sysem
outage.

In order to perform the procedure, the DBA must have obtained the database server name.

To start aSQL server process, the DBA must have sa_role (SQL Server)

Start the SQL Server Process Procedure

1
2

Type xhost <remote_workstation_name:and then press thenter key.

Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then presfeturn.

Log into the the server on which the SQL Server Process is to be started by typing:
ltools/bin/sshServerNane, then presReturn.

e If you have previously set up a secure shell passphrase and exestutexhote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 4.

e If you have not previously set up a secure shell passphrase; go to Step 5.

If a prompt toEnter passphrase for R key '<user@localhost' appears, type your
Passphrasend then press thgnter key. Go to step 6.

At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

Log into the server as sybase, type,— sybasand presfeturn.
e A password prompt is displayed.
Entersybase password, then préssturn.

e You are authenticated as yourself and returned to the UNIX prompt.
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10

At the UNIX prompt, typecd install and then presReturn.
At the UNIX prompt, type/RUN_servername& ), then presfeturn.
At the UNIX prompt, typeshowserver, then presfeturn.

e This displays a listing of the SQL Server processes that are running.
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Starting the SQL Badkup Server Procedure
(NOTE: This step should be done after SQL Server is up and running)

1
2

©

Type xhost <remote_workstation_name:and then press thenter key.

Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then presfeturn.

Log into the the server on which the SQL Server Process is to be started by typing:
ltools/bin/sshServerNane, then presfeturn.

e If you have previously set up a secure shell passphrase and exestutexhote a
prompt to Enter passphirase for RA key '<user@localhost' appears; continue
with Step 4.

e If you have not previously set up a secure shell passphrase; go to Step 5.

If a prompt toEnter passphrase for R key '<user@localhost’ appears, type your
Passphrasend then press thignter key. Go to step 6.

At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

Log into the server as sybase, type— sybasand pres&eturn.
e A password prompt is displayed.
Entersybase password, then pré&ssturn.

e You are authenticated as yourself and returned to the UNIX prompt.

Type,cd install and press RETURN
Type,./RUN_backupservernamé& and press RETURN
Note: You mg have to hit RETURN onenoretime

Starti ng the QL Monitor Server Procedure

(NOTE: This step should be done after the SQL Server is up and running)

Type xhost <remote_workstation_name:and then press thenter key.

Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then presfeturn.

Log into the the server on which the SQL Server Process is to be started by typing:
ltools/bin/sshServerNane, then presfeturn.

e If you have previously set up a secure shell passphrase and exestutexhote a
prompt to Enter passphirase for RA key '<user@localhost' appears; continue
with Step 4.

e If you have not previously set up a secure shell passphrase; go to Step 5.
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4 If a prompt toEnter passphrase for R key '<user@localhost' appears, type your
Passphrasend then press thignter key. Go to step 6.

5 At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.
6 Log into the server as sybase, type— sybasand pres&eturn.

e A password prompt is displayed.
7 Entersybase password, then pré&ssturn.

e You are authenticated as yourself and returned to the UNIX prompt.

8 Type,cd SMS11.x/binand press RETURN
Qe Type,./monserver —Sserver-name-Mmonitor-sever-name—Usa & and press
RETURN

Stop an SQL Server

A SQL server process is stopped by the DBA when the system to be broughtfatown
maintenance. The SQL Backup and Monitor servers shoudd stoppedbefore stoppingthe

SQL server. The shutdown command issueal from within ISQL shuts down th&QL sever on

which you are logged inlt allows for the completion of angurrentSQL processeandblocks

the start of any new SQL processes before the server is shutédaoldimg anowait option to the
command immaliately terminates al processes and shuts down SQL seer. Using thenowait

option may result in loss of data and a more complicated recovery procedure, so use it sparingly.

Stopping the SQL Badkup Server Procedure
(NOTE: This step should be done before shutting down the SQL Server)

1 Type xhost <remote_workstation_name:=and then press thenter key.

2 Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then pres&eturn.

3 Log into the the server on which the SQL Server Process is to be stopped by typing:
ltools/bin/sshServerName, then pres&eturn.

e If you have previously set up a secure shell passphrase and exesluteichote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 4.

e If you have not previously set up a secure shell passphrase; go to Step 5.

4 If a prompt toEnter passphrase for RA key '<user@localhost’ appears, type your
Passphraseand then press thenter key. Go to step 6.
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12
13
14
15

At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

Log into the server as sybase, type— sybasand pres&eturn.
e A password prompt is displayed.
Entersybase password, then pré&ssturn.

e You are authenticated as yourself and returned to the UNIX prompt.
Type,sdenv SYBASE sybase-directory-path

Type,seterv DSQUERY sql-servername

Type,set path = ( $path $SYBASE/bin $SYBASE/install $SYBASE )

Note: GDAAC implementation has a sybsetup.csh file (type source sybsetup.csh)
Type,isql —Udbastudent and press RETURN

Type, thedbastudentpassworathen prompted for it and press RETURN
Type,shutdown SYB_BACKUP at “1>" prompt and press RETURN

Type,go at ‘2>" prompt and press RETURN

Stopping the SQL Monitor Sever Procedure
(NOTE: This step should be done before the SQL Server is shutdown)

1
2

Type xhost <remote_workstation_name:and then press thenter key.

Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then presfeturn.

Log into the the server on which the SQL Server Process is to be stopped by typing:
ltools/bin/sshServerNane, then presfeturn.

e If you have previously set up a secure shell passphrase and exestutexhote a
prompt to Enter passphirase for RA key '<user@localhost' appears; continue
with Step 4.

e If you have not previously set up a secure shell passphrase; go to Step 5.

If a prompt toEnter passphrase for R key '<user@localhost’ appears, type your
Passphrasend then press thignter key. Go to step 6.

At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

Log into the server as sybase, type— sybasand pres&eturn.
e A password prompt is displayed.
Entersybase password, then pré&ssturn.

* You are authenticated as yourself and returned to the UNIX prompt.
Type,seenv SYBASE sybase-directory-path
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Type,seterv DSQUERY sql-servername
Type,$SYBASE/bin/isgl —Usaand press RETURN

Type, thesa-passwordvhen prompted for it and press RETURN
Type,sms _shutdown at“1>" prompt and press RETURN
Type,go at 2>" prompt and press RETURN

Stopping the SQL Sever Procedure

1
2

10
11
12
13
14

Type xhost <remote_workstation_name:=and then press thenter key.

Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then pres&eturn.

Log into the the server on which the SQL Server Process is to be stopped by typing:
ltools/bin/sshServerName, then pres&eturn.

e If you have previously set up a secure shell passphrase and exeshutechote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 4.

e If you have not previously set up a secure shell passphrase; go to Step 5.

If a prompt toEnter passphrase for RA key '<user@localhost’ appears, type your
Passphraseand then press thenter key. Go to step 6.

At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

Log into the server as sybase, type,— sybasand presfeturn.

e A password prompt is displayed.

Entersybase password, then préssturn.

e You are authenticated as yourself and returned to the UNIX prompt.
e You are authenticated as yourself and returned to the UNIX prompt.

e Your new home directory kisr/ecsOPS/COTS/sybasand all required
environment variables have been set.

Type,sdenv SYBASE sybase-directory-path

Type,seterv DSQUERY sql-servername

Type,set path = ( $path $SYBASE/bin $SYBASE/install $SYBASE )

Note: GDAAC implementation has a sybsetup.csh file (type source sybsetup.csh)
Type,isgl —Udbastudent and pres&eturn.

Type, thedbastudent-passwordthen prompted for it and preBeturn.

At the ISQL prompt, typeshutdown with nowait at “1>" prompt and presReturn;
typego at“2>", then presfeturn.
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15 At the ISQL prompt, typshowserver, then pres®eturn; type go, then predeturn.
e This displays a listing of the SQL Server processes that are running.
e There should be no SQL Server processes running.

17 At the ISQL prompt, typexit, then presReturn.
e You are returned to a UNIX prompt.
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Database Devicese

A database device stores the objects that make up databases.term device does not
necessarilyefer to a distinct physical device; it can refer to any piece of disk, such as a partition;
or a file in the file system used to store databases and their objects (Figure 2).

» Store s objects th at make up databases f@
* May be: =

— adistinct physical device

— adisk partition

—afile

* Must be initialized first

Figure 2. Database Devices

Each database device or file must be prepared and made kntvaSIQL Serverbeforeit can

be usedfor databasestorage,the process is called initializationOnce a database device is
initialized, it can be

» Allocated to the pool of space available to a user database.

Allocated to a user database, and assigned to store a specific database object or
objects.

e Used to store a database’s transaction logs.

e Designated as a default device ¢oeate andalter database commands.

A database dewe i creaed when lhe S/stem Administrator deerminesthat new disk spaceis

availablefor use by a Sybase database, or as part of the Database Recovery Prothdure.
System Administrator mekes a requesio the DBA who creags he newdatbasedevice and
notifies the §stem Administrator when he devce has been crest.

In order to perform the procedure, the DBA must have obtained the following information:

« Name of database device to create.
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e Physical device on wheh to place dadbase dee.
e Device size in megabytes.

e For a mirrored device, name of the mirror device (at this printing, no mirroring is in
effec).

Making Database Size Estimates and Planning

Before adaabaseis aeated, ause has to etimate the size of thedaabaserequired based on how
mud ddais expected to bestoral. This estimate will be thedaabasesize. By ddault, thelog
size will be 1/5" thedaa size. While estimating thedaabasesize, a use has to kesp in mind the
future growth.

Create DatabaseDevice Procedure (for Goddard training facility only)

1
2

Type xhost <remote_workstation_name:and then press thenter key.

Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then presfeturn.

Log into the the server on which the new database device is to be created by typing:
ltools/bin/sshgsfcsparc5.gsfcmo.ecs.nasa.gtiven presfeturn.

e If you have previously set up a secure shell passphrase and exestutexhote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 444.

e If you have not previously set up a secure shell passphrase; go to Step 5.

If a prompt toEnter passphrase for R key '<user@localhost’ appears, type your
Passphrasend then press thignter key. Go to step 6.

At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

For each database device to be created, perform Steps 6 through 9:

6

7

e Your new home directory isisr/dbaOx and all required environment variables have
been set

At the UNIX prompt, typecd server.devices then pres®eturn.

e This places you in the directory that contains all the scripts used to create database
devices.

e |tis important that these scripts not be deleted from the system in case it is necessary
to restore a database device following a failure Restore Database Deviges

At the UNIX prompt, typecp template.sq DeviceNane.sq|, then presfeturn.

e This creates a new SQL script file into which you will type the appropriate commands
to creaeé the dasbase dewe.
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8 Using the text editor of your choice, eBieviceNane.sgl (Figure 3) and make changes to
information enclosed in brackets (including the brackets) as appropriate:

/********************************************************/

/* name: [add_devices.sql] */
[* purpose: */
[* written: */
[* revised: */
[* reason: */

/********************************************************/

disk init name = [device name],
physname = “/dev/[device name]’,
vdevno = [#],

size = [size]

go

sp_helpdevice [device name]

go

Figure 3. add _devices.sql f ile for creation of a database device.

e Intheaeaddimited by/* */, enter an appropriate description of the script including
thefile name dae written and peson who wrotéhe saipt, its purposeand any othe
information deered appropate. Be sure b encbse eachihe of he conment
beween/* */.

e Thedisk init name is theDeviceNane is used in Step 8 above.

- You may not use spaces or punctuation except the underscore character (_) in
DeviceNane.

- Remember that the name you assign is case sensitive.
- Besure here s a conma after DeviceNane
e Thephysnameis theFullPath_to_DeviceName
- Besure b encbseFullPath_to DevceNanein double quotes.

- Besure b place a comna after FullPath_to _DeviceNamdut outside the double
guotes.

e Thevdevnois theVirtualDeviceNumber
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- vdevnois a unique identifying number for the database device. It must be unique
among all the devices used by SQL Server and is never reused. Device number 0
represents the device nangdnaster that stores the system catalogegal
numbers are between 1 and 255, but the highest number must be one less than the
number of database devices for which your system is configli@dexample,
for a system with the default configuration of 10 devices, the legal device
numbers are 1-9The default of 10 devices can be changed usingonfigure.

For the GDAAC implementation, the next vdevno is located in the
/usr/dbaOx/server.devices/next.vdevno file, it should be incremented when used.
If this file does not exist, the next available number can be determined by looking
at the output from thep_helpdevicecommand and selecting the next number in
sequencelf you use an existing number, Sybase will return the message, “device
activation eror.”

e Thesizeis theDeviceSze in blocks.

- To compute the number of blocks, multiply the device size in megabytes by 512;
e.g., a 1,000 Mb device has 512,000 blocks

After the changes have been made, save the file according to the rules of your text editor.
At the UNIX prompt, type:

isgl -Udbastudent -Sgsfcsparc5_srvr-iDeviceNane.sql -oDevice Nane.out
then pres®keturn.

e ServerNameis thename of thesaver on whit thedaabasedevice will be created.
e DeviceNane.sglis the name of the script file you created in step 8.

e DeviceNane.ou is the filename of the script’'s output for confirmation and/or
troubleshooting purposes.

e The system will prompt you for a password.

At the Password:prompt, type thelbastudentpasswordhen pres&eturn.
When the UNIX prompt is again displayed the process is complete.
At the UNIX prompt, typemore DeviceNane.ou, then presfeturn.

e This allows you to view thBeviceNane.ou file to confirm that the device has been
creaed or b check for dewie creabn errors.

A sample of a completed Database Device creation script follows (Figure 4).
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/********************************************************/

[* name: test_dev.sql

[* purpose: allocate 3Mb device for testing

[* written: 12/18/97

[* revised:

[* reason:

/********************************************************/

disk init name = test_dev,

physname =
“lusr/ecs/Rel_A/COTS/sybase/studentdevices/test_dev.dat”,

vdevno = 15,

size = 1536

go

sp_helpdevice test_dev
go

*/
*/
*/
*/
*/

Figure 4. Complet ed database device creat ion script .e
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User Databases

User Databases

A userdatbaseis creaed when an approved requésteceved by he DBA, or as partof the
Database Recovery Procedure (Betabase Recovery) The database name, approximate size
of the daabase and thetransaction log ae necessay informaion for the DBA to complde the
task of creatinga user database.lt is the user’'s responsibility to determine the appropriate
database design.

Therequeste fills out a“Usea Database Request Form” and submits it to theupevisor.

The requesta’s supevisor reviews therequest, and if it's deermines tha it is gppropride to
createthe User Database, forwards the request to the Operations Supervisor (Ops Singer).
Ops Super verifies that all required information is contained on the fdnoomplete formsare
returned to the requester’s supervisor for additional informatidini) is complete andf the
request for a new User Database fits within policy guidelines, the Ops Super apipesegsest
and forwardstherequest form to the DBA to impleanent. After the Use Databaseis aeated, the
DBA notifies the requesta tha the newv daabaseis avallable. The DBA also s&ds a emal
message to the user’s supervisor informing them that the new User Database was created.

In order to perform the procedure, the DBA must have obtained the following information:

Name of database to create.

Size of database and the transaction log.

Database devices to use (some may need to be created).

To create a database, the DBA must have sa_role (SQL Server) privileges.

Create User Database Procedure (for Goddard training facility only)

1 Type xhost <remote_workstation_name:=and then press thenter key.

2 Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then pres&eturn.

3 Log into the the server on which the new database device is to be created by typing:
ltools/bin/sshgsfcsparc5.gsfcmo.ecs.nasa.gtiven presfeturn.

e If you have previously set up a secure shell passphrase and exeslutechote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 4.

e If you have not previously set up a secure shell passphrase; go to Step 5.
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4 If a prompt toEnter passphrase for R key '<user@localhost' appears, type your
Passphrasend then press thignter key. Go to step 6.

5 At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

For each database device to be created, perform Steps 6 through 9:

e Your new home directory isisr/dbaOx and all required environment variables have
been set

6 At the UNIX prompt, typecd server.databases then pres®eturn.

e This places you in the directory that contains all the scripts used to create database
devices.

e Itis important that these scripts not be deleted from the system in case it is necessary
to restore a database device following a failure Reestore Datalases.

7 At the UNIX prompt, typecp template.sg DBNamesq|, then pres&eturn.

e This creates a new SQL script file into which you will type the appropriate commands
to creae the user dabase.

8 Using the text editor of your choice, eBiBNamesql (Figure 5) and make changes to
information enclosed in brackets (including the brackets) as appropriate:

e DBName is the name of the database and should describe its function succinctly.

e DBDeviceNamaeas the name of the existing, approved database device on which
DBNamewill reside

e DBSize_n_MB is theestimated siz of thedaabasein megabytes.
e LogDBDeviceNameis the name of the database device holding the transaction log
e LogSize_in_MB is theestimated siz of thetransaction log in meabytes.

e Thesp_hdpdb command provides feedback at the end of the script to assure that the
daibase has been credt
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/******************************************/

[* name: [database name].sq]l

[* purpose:

[* written:

[* revised:

[* reason:
/******************************************/
create database [database name]

on [data device name] = [#] /* size in Mb */
sp_helpdb [database name]

go

*/
*/
*/
*/
*/

Figure 5. Sample templat e.sql file for creat ion of a database.

After the changes have beerds, savelte file accordng to the ruks of he ext edior.

At the UNIX prompt, type:

isql -Udbastudent -Sgsfcsparc5_srvr-iDBNamesqgl -oDBNameout

then pres®eturn.

e ServerNameis thename of thesaver on whit thedaabasedevice will be created.

e DBName.sql is the name of the script file you created in step 8.

e DBName.ou is the filename of the script’s output for confirmation and/or

troubleshooting purposes.

e The system will prompt you for a password.

At the Password: prompt, type thelbastudentpasswordhen pres&eturn.

When the UNIX prompt is again displayed the process is complete.

At the UNIX prompt, typenore DBName.ou , then presReturn.

e This allows you to view thBBName.ou file to confirm that the device has been

creaed or b check for dabase creabn errors.
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A sample of a completed Create Database script follows (Figure 6).

/******************************************/

/* name: test_db.sql */
[* purpose: create a database for testing */

[* written: 12/19/97 */
[* revised: */
[* reason: */

/******************************************/

create database test_db
ontest dev=3

go

sp_helpdb test_db

go

Figure 6. Complet ed Create DatabaseScript .
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Database Segments

Creating Segments

A segmentis a collection of the database devices and/or fragments available to a particular
database.Tables and indexes can be assigned to a particular segment, and thereby to a particular
physical device, or can span a set of physical devices.

Segmentsare named subsets of the database devices available to a particular SQL Server
database A segment can best be described Edalthatpointsto oneor moredatabaselevices.
Segmentnanes are usednicreate tade andcreate ndex conmands b place &bles or hdexes

on spedic dagbase dewvies. The use of segents canincreaseSQL Server performance,and
cangive the System Administrator or Dabase Ownerncreased condl over phcenent, size

and space usage of sfecidatbase olgcss. For exanple:

e If atable is placed on one device, and its non-clustered indexes on a device on another
disk controller, thetime required to read or writeto thedisk @an bereduced, sin@
disk head travel is usually reduced.

e If alarge hevily-used table is split aross deices on two seaate disk ontrolle's,
read/write time may beimproved.

SQL Server stores the data for text and image columns on a separate chainpafydai®y

defaut, this text chan is placed onlie sare segnentas he tble. Since readig a text column

requires a read operation for the text pointer in the base table and an additional read operation on
the text pagein the separate text chain, placing the text chain on a separate physical device can
improve performance.

If you placetablesandindexes only on specific segments, those database objects cannot grow
beyondthe spaceavailableto the devices represented by those segments, and other objects
cannot contend for space with them.

Segments can be extended to include additional devices as needed.
You can use thresholds to warn you when space becomes low on a particular database segment.

Segments are creatd within a paricular dabase fronthe dasbase dewies ateady alocaed b
that databaseEach SQL Server database can contaitolg? segments.The databaselevices
must first beinitialized with disk init, and then bemade available to thedaabasewith a create
databaseor alter databasestatement before you can assign segment names.

When you first create a database, SQL Server creates three segments in the database (Table 5):
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Table 5. Default segment names and functions.

Segment Function

system Stores this database’s system tables.

logsegment | Stores this database’s transaction log.

default Stores all other database objects-unless you create additional segments, and store
the table or index on the new segments by usiegte tale... on
segment_nameor create index... on sgment_name

Database segent are cread when a dabase $ creaed, when the Database Administrator
determines that it is necessary to allocate database objects to new or additional devices, or as part
of the Database Recovery Procedure.

In order to perform the procedure, the DBA must have obtained the following information:
 Name of database
- Database device extents
e Space onhe datbase dbcated b the Datbase dewe

To create a database, the DBA must have sa_role.

Create DatabaseSeyment Seenario and Procedure

The DBA receves a requedb creae a segrantfor the sbrage of he SibServer tble indexesn
the tlinsO1_srvrdatabase, on a separate physical disSkwo devicessubserver data and
subserver_index have already been created and are located on different physical disks.

1 At the UNIX prompt, typeed scripts, then pres®eturn.

2¢ Using the text editor of your choice, edégmentql (Figure 7) and make changes to
information enclosed in brackets (including the brackets) as appropriate:

Note: Thisfile doesrit exist. It mu st be created
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/******************************************/

[* name: [segment.sql] */
[* purpose: */
[* written: */
[* revised: */
[* reason: */

/******************************************/

sp_addsegment [seg_name], [DBname],[Device Name]
[DBD i ]

Figure 7. Create database segment templat e file.

After the changes have beerde, savehte file accordng o the ruks of he ext edior.
At the UNIX prompt, typesql -Udbastudent -SservernameiSegmentsql -
oSegmenbut

then presRketurn.

e The system will prompt you for a password.

At the Password: prompt, type thelbastudentpasswordhen pres&eturn.
When the UNIX prompt is again displayed the process is complete.
At the UNIX prompt, typemore Segment.out then presReturn.

e This allows you to view th8egment.oufile to confirm that the device has been
creaed or b check for dabase creabn errors.
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Database Obijects

Objects supported in Sybase SQL Server 11

SQL Server supports many database objects enabling users to utilize, acceasegfandack-
end data.The following objects are supported in Sybase SQL Server 11:

e Tables, for storage of SQL Server data

e Temporay tables, to storentermediate “set” results

e Views, which provide a logical depiction of data from table(s)

* Rules, tha vdidate column daa

e Defaults, to provide a value in a column when none is supplied

e Constraints, which validate column data and ensure consistency with other columns in other
tables

e User-defined datatypes

e Indexes, ® provide fasér access and aphaly assure umjueness
e Keys, which document structure within and between tables

e Triggers, to providdimited event proessing

e Stored Procedure, which provide for more complex processing on the back-end (i.e. triggers)

Create User Database Table Procedure (on Goddard training facility only)

1 Type xhost <remote_workstation_name:=and then press thenter key.

2 Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then pres&eturn.

3 Log into the the server on which the new tabel is to be created by tjtoiolg/bin/ssh
gsfcsparch.gsfcmo.ecs.nasa.gtiven presfeturn.

e If you have previously set up a secure shell passphrase and exeshutechote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 4.

e If you have not previously set up a secure shell passphrase; go to Step 5.

4 If a prompt toEnter passphrase for RA key '<user@Ilocalhost’ appears, type your
Passphraseand then press thenter key. Go to step 6.
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At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

At the UNIX prompt, typecd database.oljects, then presfeturn.

e This places you in the directory that contains all the scripts used to create database
devices.

e |tis important that these scripts not be deleted from the system in case it is necessary
to restore a database device following a failure Reestore Datalases.

At the UNIX prompt, typecp template.sd TableNamesql, then presfeturn.

e This creates a new SQL script file into which you will type the appropriate commands
to creaé the user dabase dble.

Using the text editor of your choice, edidbleNamesql (Figure 8) and make changes to
information enclosed in brackets (including the brackets) as appropriate:

e TableName is the name of the database table and should describe it's function
succictly.

Thesp_hdp Table_name command provides feedback at the end of the script to assure
thatthe dadbase &ble has been cre=d.

/******************************************/

[* name: [table name].sql */
[* purpose: */
[* written: */
[* revised: */
[* reason: */

/******************************************/

use [database name]

go

create table [table name] (

[column 1] [datatype] [null | not null]
[column 2] [datatype] [null | not null]
)
go

sp_help [table name]

go

[* for any other objects consult document.*/

Figure 8. Sample templat e.sql file for creation of a database table.
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9 After the changes have beermds, savelte file accordng to the rukes of he ext edior.

10 At the UNIX prompt, type:

isgl -Udbastudent -Sgsfcsparc5_srvr -TableNamesqgl -oTable Nameout

then pres®eturn.

e ServerName is thename of thesaver on whit thedaabasedevice will be created.

e TableName.sqls the name of the script file you created in step 9.

e TableName.ouis the filename of the script’s output for confirmation and/or

troubleshooting purposes.

e The system will prompt you for a password.

11 At the Password: prompt, type thelbastudentpasswordhen pres&eturn.

12 When the UNIX prompt is again displayed the process is complete.

13 At the UNIX prompt, typenore TableName.out then presReturn.

e This allows you to view th&ableName.oufile to confirm that the device has been

creaed or b check for dabase creabn errors.

A sample of a completed Create Databasdle script follows (Figure 9).

/******************************************/

[* name: test_table.sql

[* purpose: create a database table for
[* testing

[* written: 12/19/97

[* revised:

[* reason:

/******************************************/

use [database name]

go

create table test table (
last_name varchar(30) not null,
first_name varchar(30) not null,

)
go

sp_helpdb test_table

go

*/
*/

*/
*/
*/

*/

Figure 9. Completed Create Table Script.
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Database Administrator (DBA) Functionse

This setion a@tempts to preent most ommon DBA funtions tha will need to be performed on
aregularbasis. An effort has been made to list key functions in order of occurrence, syntax is
provided for some.

Backup and Recovery

Database and transaction log backups and recoveries are probably the most important tasks the
Database Administrator must perform/ithout regular and complete backups of databases and
transaction logs, the potential for enormous amounts of data to be lost is very great.

Frequency and Schedul e

Each DAAC is responsiblefor determining its own backup schedule to meet its individual
requirements.Nonetheless, it is strongly suggested that a regular scheddéatfasdackups

be established and maintaineflithough the databases are includedhiedaily backupsof the
entire system, separate database backups should be performed nightly.

Database backups are run by a UNPgN job which executes thesybaselump program located
in the $SYBASE directory. No intervention in the automatic backup proces®diiredby the
DBA, though periodic checks of the Backup subdirectories are recommended.

Manual backups can be performed at any time byDB& and are recommendedor the
following situdions:

e Any change to the mastatatabase, including new logins, devices, and databases.

e Any major change to user databases, such as a large ingest or deletion of data,
definition of indexes, etc.,

e Other mission-critical activities as defined by the DAAC operations controller.

Manual D atabase B ackup Proceduree

1 Type xhost <remote_workstation_name:=and then press thenter key.
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2 Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then pres&eturn.

3 Log into the server which contains the database to be backed up by figomgbin/ssh
gsfcsparch.gsfcmo.ecs.nasa.gtiven presfeturn.

e If you have previously set up a secure shell passphrase and exseshuteichote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 4.

e If you have not previously set up a secure shell passphrase; go to Step 5.

4 If a prompt toEnter passphrase for RA key '<user@Ilocalhost’ appears, type your
Passphraseand then press thenter key. Go to step 6.

5 At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

6 Log into Sybase by typingsu-sybasethen presfeturn.
e A password prompt is displayed.
7 EnterSybasePasswoydhen presfeturn.
e Remembe tha SybasePasswornd case sensitive
e You are authenticated as yourself and returned to the UNIX prompt.

e Your new home directory kisr/ecsOPS/COTS/sybaseand all required
environment variables have been set.

8 At the UNIX prompt, typasql -Usa then presfeturn.

9 To backup the database, at the ISQL prompt, tiypep databaseDBNameto
BackupDirectory/DBName.dat, then pres®eturn; type go, then predeturn.

10 To backup the transaction log, at the ISQL prompt, tiggap transad¢ion DBNameto
BackupDirectory/DBName_tx.dat, then pres®eturn; type go, then preseturn.

Database Recovery

A daabase recovery is peformed when the Database Administraor ddermines tha some
database data is corrupt, or when the System Administrator determines that a distababkas
failed. The Systen Administraor mekes arequest to theDatabase Administraor, who peforms
therestoreand notifies theSysten Administraor when therestoreis complde.

The synptoms of media falure are as vaable as he causeslf only asingle block onthediskis
bad,your database may appear to function perfectly for some time after the corruption appears;
this is why you should rudbcc commands frequentlyif an entire disk or disk controlles bad,
you will not be able to use a databasQL Server marks #ssuspectnddisplaysa warning
messae If the disk storing thenmaste daabasefails, uses will not beable to log into thesever,
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and users already logged in will not be abl@doformany actionsthataccesghe systemtables
in maste.

Thecompletedatabase device restoration procedure is actually a suite of procedures that must be
performed in the prescribed order:

1. The device failure has been verified by the System Administratorremgests
restordion from theDBA.

2. If possible, perform a dump of the current database and the current database
transadon log for each dabase onhe faled devce b be regired. If thisis not
possibledueto the damageto the daabase device, then the DBA will have to usethe
mostrecentdatbase andransaaion log dunps.

3. If possble,the DBA examines he space usage for eachathaise ontie faled devce.
The same defaults should be set when the new database device(s) is(are) created.

4. The DBA drops the database(s) on the failed device, then the databasetselice
dropped.

5. The DBA initializes a new daabase device. This is why it is importat to kesp the
device creation scripts.

6. The DBA recreaes each user diitase onhe new dabase dewie. Thisiswhy it is
important to keep the user creation scripts.

7. Eachdatabasés reloaded with data from the database backups and the transaction log
backups.lIt is this procedure that is detailed below.

8. The DBA notifies the Systen Administraor when the daabase restordion is
complde.

In order to perform the procedure, the DBA must have obtained the following information:

e Name of database deviadich hes faled

 Nanme of repbhcenentdevice

e Name of the databasesich reside on the failed device
e Name of the backup volumes

e Name of the dump files on the backup volumes

(3
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Load D atabase and Load Transact ion commands

Manualrecoveryof a userdatabase is performed by the System Administrator by the use of the
LOAD DATABAS E and LOAD TRANSACTION commands. For issues concerning the
master database, please consult your System Administra@tgle for assistance. It is
recommendedhat any userdatabase¢o be recovered be dropped and created witHah&ad
option.

Earlier,the databasereationandalterationscriptsweresaved. These now need to be combined
into one saipt which will re-create the use daabase with the for load option. The for load
option will insure the successf the LOAD DATABAS E and LOAD TRANSACTION
commands.

Changing Password

One of the mostcommonproblemsa DBA encounters is a user who can’'t connect to a SQL
Saver.

Changing Password Procedure

1 At the UNIX prompt, type:

isql -Udbastudent
then presRketurn.

The system will prompt you for a password.

2 At the Password: prompt, type thelbastudentpasswordhen pres&eturn.

3 At the Sybase prompt, type the following:
sp_passw ord old- password, new- password

Note: The dba (or any user with sso_role) may change another user’s password with the
following synta: (this is themost @mmon ativity performed)

sp_passw ord sso_role password, new- password, login name

Account Definition

In order b connecto a L Server a bgin mustbe creatd by the DBA. Thatlogin mustthen
be assignedo particulardatabase(shatthe user will accessAll login details are stored in the
syslogins table in thmaster database.

Providing accessotSQL servers andieir datbases consis of the folowing seps:
e A server login account for a new user is created.
e The user is added to a database and optionally assigned to a group.

e The user or group is granted permissions on specific commands and database objects.
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The procedure involves creating a script that uses three SQL stored procedures:

e sp_addlogin -adds a newdgin nane to the nester datbase butloes noggrantaccess
to any user database.

e sp_adduse - adds access capability to the defined database(s).

e sp _helpuser - checks the master database for information about database user logins
on the system.

By creatingandstoringthe script file, you can easily restore all database users and their assigned
databases in case of catastrophic system failure.

Receive Appr oval For Account Cr eation

The SQL Sever Logins and Privileges proess (Figurel0) beins when therequeste fills outa
“SQL Server Login Account Request Form” and submits it to his or her supervisor (Figure 11).

| complete the

SQL Server
Login If the form is
Request Form complete, I'll

approve it and
send it on to the
Operations
Supervisor.

Looks okay to me!
I'll send it to the
Database

Figure 10. SQL Server login approval process.
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SQL Server Login Account Request

REQUESTER INFORMATION:

Name:

UNIX ID: Group:
Office Phone Number:

E-Mail Address: Office Location:

Databas e(s ) to be access ed:

Permissions required for database objects:

Justification:

Date of Request: Date Required:
Supervisor Approval: Date:
Ops Supervisor Approval: Date:

Figure 11. SQL Server login account request form.

If it is complete and if the request for a new or modified SQL Server login account fits within
policy guidelinesthe OpsSuperapproves the request and forwards the request form to the DBA
to implement. After the user’s login account is created, the DBA provides the user with a
password to use for logging onto their SQL Server logirhe user can change the initial
passwordf local DAAC policy requires, or if preferedselect their own passwordlhe DBA

also sends an e-mail message to the user’s supervisor with notification thegite8QL Server

login was creadd.

Create SQL Server Login Accounts

Thesecondstepin creatingthe fully functional database user involves the DBA assigning a SQL
Server login and password for the us€éhe sp_addlogincommand is usal to peform this tak.
It will be included in thecreation saipt as pat of theprocdure

Add User to Database(s)

After the DBA determines the lognin and password for the new usemsénenustbe addedto
the daabases tha will be usal. The useandsp_adduse commands are usal to peform this
task. They will be incdluded in thecreation saipt as pat of this proedure

Create anSQL Server Login Procedure

1 Type xhost <remote_workstation_name:and then press thenter key.

2 Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then presfeturn.
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3 Log into the server which a new login procedure is to be created up by typing:
ltools/bin/sshServerName, then pres&eturn.

e If you have previously set up a secure shell passphrase and exeshutechote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 4.

e If you have not previously set up a secure shell passphrase; go to Step 5.

4 If a prompt toEnter passphrase for RA key '<user@localhost’ appears, type your
Passphraseand then press thenter key. Go to step 6.

5 At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

6 At the UNIX prompt, typesu-sybasethen pres&eturn.
e A password prompt is displayed.
7 EnterSybasePasswoydhen presfeturn.
e Remembe tha SybasePasswornd case sensitive
e You are authenticated as yourself and returned to the UNIX prompt.

e Your new home directory kisr/ecsOPS/COTS/sybasand all required
environment variables have been set.

8 At the UNIX prompt, typecd scripts/server.users, then pres®eturn.
9 At the UNIX prompt, typecp template.sd UserNamesq|l, then presfReturn.

e This creates a new SQL script file into which you will type the appropriate commands
to creaé the new userdgin.

10 Using the text editor of your choice, etiserNamesql (Figure 12) and make changes to
information enclosed in brackets (including the brackets) as appropriate:
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/******************************************/

[* name: [template.sql]
[* purpose:

[* written:

[* revised:

[* reason:

/******************************************/

sp_addlogin [login name], [password], [default database]

go
use [default database]
go

sp_adduser [login name]

go

/* the following is optional, by database */
sp_changegroup [group name], [login name]

go
sp_helpuser

go

*/
*/
*/
*/
*/

Figure 12. Sample templat e.sql file for new dat abase user login.

11 After the changes have beemde, savelte file accordng to the ruks of he ext edior.

12 At the UNIX prompt, type:

isql -Usa -SserverName -iUserNamesqgl -oUserNameout

then presReturn.

e ServerNameis the name of the server on which thaster database is stored.

e UserName.sqis the name of the script file you created in step 8.

e UserName.otis the filename of the script’s output for confirmation and/or

troubleshooting purposes.

e The system will prompt you for a password.

13 At the Password: prompt, type th&ybaseSAPassworthen presfeturn.

14 When the UNIX prompt is again displayed the process is complete.

15 At the UNIX prompt, typanore UserName.otl, then presReturn.

e This allows you to view th&lserName.otifile to confirm that the user login has been
creaed or b check for userogin creaton errors.
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Granting or Revoking Database Access Privileges

Permissibnsareusedto contol accessvithin a datbase. The DBA uses he grant andrevoke
statements o acconplish this. There arewo types of perrissions wihin a dadbase Object
andCommand. In generalObject privileges control select, insert, update, delete, and execute
permissionon tables, views, and stored procedures @oethmand permissions contol access

to theCREATE statements for databases, defaults, procedures, rules, tables, and views.

The synax for hegrant andrevoke staements ae quitesimilar:
grant privilege(s) to [public | name_list | role_name]
revoke privilegg(s) from [public | name_list | role_name]

The privileges that may be granted or revoked include:

e sekct

e update

e insat

* ddete

- references
e execue

Note: It is recommended that the DBA store the privilege granting and revoking
commands in “sql” files in the3SYBASE/scripts/..directory along with their results.
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Grant or Revoke Database Access Privileges Procedure

10

11

12

13

Determine the privileges that you want to grant and to which user(s).
Type xhost <remote_workstation_name:=and then press thenter key.

Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then pres&eturn.

Log into the server where the user database resides by titpivig/bin/ssh
ServerName, then presfeturn.

e If you have previously set up a secure shell passphrase and exeslutechote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 5.

e If you have not previously set up a secure shell passphrase; go to Step 6.

If a prompt toEnter passphrase for RA key '<user@localhost’ appears, type your
Passphraseand then press thenter key. Go to step 7.

At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

At the UNIX prompt, typesu-sybasethen pres&eturn.

e A password prompt is displayed.

EnterSybasePasswoyrdhen presfeturn.

e You are authenticated as yourself and returned to the UNIX prompt.

e Your new home directory kisr/ecsOPS/COTS/sybasand all required
environment variables have been set.

At the UNIX prompt, typasql -Usa then presfeturn.
At the Password:prompt, type th&ybaseSAPasswarthen presfeturn.
e Remembe theSybaseSAPasswold case sensitive

If you are granting privileges, at the ISQL prompt, tgpant Privilegeto Login Name
then presfketurn.

e If more than one privilege is to be granted, repeat this step on subsequent lines.

If you are revoking privileges, at the ISQL prompt, typeoke Privilege from
Logname then presfeturn.

e If more than one privilege is to be revoked, repeat this step on subsequent lines.

When all privileges have been assigned, typethen presReturn.
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System Procedures

All of the sysem stored procedures dekred wth SQL Server 11 are locaed in the
sybsystemprocs database. Previously these system procedusesre storedin the master
database.Whentrying to execute a stored procedure, SQL Server first “looks” in the current
database, then the sybsystemprocs database, and lastly in the masiteg. this method,
“common” procedures can be stored by users in sybsystemprocs and used by applications.

The following is a list of some of the most frequently asked question and their system stored
procedure answerslease nad thatall answers are forated with their SQL prompts included.

What are my current configurat ion values?
1> sp_helpconfigure

2> go

partial sample output

Group: Backup/Recovery

Paameter Name Default Memory Used Config Value Run Value
allow renote access 1 0 1 1
print recovery information 0 0 0 0
recovery interval in minutes 5 0 5 5

Note: This command produces volumes of output, try sp_configure [parameter name]

What devices are available ( defined) on my SQL Server?
1> sp_helpdevice

2> go

Note: All device logical names, physical names, virtual numbers, and sizes are reported.
This output is generated from the master..sysdevices table.
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What databases are def ined on my SQL Server?
1> sp_helpdb
2> go
Note: Reports names, sizes, dbo, internal dbid, create date and options for each user
database.

Who is connect ed to my SQL Server?
1> sp_who
2> go
Note: Reports spid (internal system process number, this is not the UNIX process
number), status, login name, hostname, database name, etc.

What object s are defined in a part icular dat abase?
1> select name,type from pdps_TS1..sysobjects

2> go

partial sample output:

Name Type
sysobjects S

TrigUpdPIEsdtPamValues TR
PlUserParameterConstraintd
** S=system table, TR=trigger, U=user table

What columns are inat able?
1> sp_help PlUserParameterConstraints

2> go

partial sample output:

Name Owner Type
PlUserParameter Constraints dbo user table
Data located_on_segment When_created

default Oct 21 1997 2:04 PM
Columnname Type Length...
userParmConstraintsid numeric 5
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pgeld varchar 17

pgeParameterLogicalld int 4

What users are aut horized in a dat abase?
1> use pdps_TS1

2> go
3> sp_helpuser
2> go
What are the names of the devices where a dat abase has space allocat ed?
1> sp_helpdb pdps_TS1
2> go

BulkCopy Utility

The bcp (BulkCopy) utility is located in th&SYBASE/bin directoryand is designed to copy
data to and from SQL Server databases to operating system files.

In general, you must supply the following information faansferringdatato and from SQL
Saver:

 Name of the database and table
e Name of the operating system file
e Direction of the transfer (in or out)

In order to usdocp, you must have a@. Server account and the appropriate permissions on the
database tables and operating system files that you williseopy data into a table, you must
haveinsert permission on that tableTo copy data out to an operating system filey must
have select permission on the following tables:

e The table being copied
e sysobjects
e syscolumns
e sysindexes
The scrptislocaked in $SYBASE/scripts directory:

e bcp is the saipt tha copies a daabasetable to or from & opeating systen file in a
user- specified format.

e Syntax:bcp [[database_name.Jowner]table_name{in | out}
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Bulkcopy example procedure

1 Type xhost <remote_workstation_name:=and then press thenter key.

2 Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then pres&eturn.

3 Log into the server which contains the database to be backed up by figomgbin/ssh
ServerName, then presfeturn.

e If you have previously set up a secure shell passphrase and exeslutechote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 4.

e If you have not previously set up a secure shell passphrase; go to Step 5.

4 If a prompt toEnter passphrase for RA key '<user@localhost’ appears, type your
Passphrasend then press thenter key. Go to step 6.

5 At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

Set Login as sybase and cd to “/usr/ecs/OPS/COTS/sybase/scripts/server.bcp
7 . Remembe tha SybasePassword case sensitive
e You are authenticated as yourself and returned to the UNIX prompt.

e Your new home directory isisr/ecsOPS/COTS/sybaseand all required
environment variables have been set.

8 Copy the bcp_script template to [table name]_out.

9 Modify the script with the correct database name, table name, direction, and login name.

10 Run the [table name]_out script and press RETURN for each of the prompts except the
last.

11 At the last prompt, store [your responses] in a [table name].fmtTiés creates a format
file for future bulkcopy activity.

12 To copy the data to another already created table, repeat steps 6,7, and 8 with the
following changes:

e the direction is “in”
e use the optional -f [format file name]
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User Database Recovery Eerario
The databaseserDB was created using the following:

create database UserDB
on data_devl =100
log on tx_logl = 50
It can be modified using the following excerpt:

alter database UserDB
on data_devl =50

For the purposes of this example, the full database backup and transaction logwdrmps
successful and located in $SYBASE/sybase.dumps/dumpdir &
$SYBASE/sybase.dumps/dump_log directories.

1 At the UNIX prompt, typecd $SYBASE/scripts/server.bep, then presfeturn.
2 At the UNIX prompt, typecp template.sqgl userdb_for_load.sq|l

3 Using the text editor of your choice, open the file created above and insert the following:
create catabase UserDB ordata_dev2=100 log ortx_log2=50 for load

go

alter database UserDB on data_dev3=50

go

4 When complde, save thefile.

5 At the UNIX prompt, type:
isgl -Usa -Servernameiuserdb_for_load.sql -ouserdb_for_load.out
then presRketurn.
6 At the Password:prompt, type th&ybaseSAPasswarthen presfeturn.
e The dasbase s recreatd
7 At the UNIX prompt, typemore userdb_for_load.out
e This allows you to view the output file for errors.
At the UNIX prompt, typasql -Usa then presfeturn.

At the ISQL prompt, type LOAD DATABASE UserDB from
“$SYBASE/sybasedumps/dumpdir /User DB.dat, then pressReturn; type go, then

pressRketurn.
e This loas thedaabasedaa back into thedaabase
10 At the ISQL prompt, type LOAD TRANSACTION UserDB from

$SYBASE/sybasedumps/dumpsdir, then pres®eturn; type go, then preseturn.
e This loas thetransaction log bak into thedaabase
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Database Tuning and Performance Monitoring

Day-to-day operation of a complex database system reqtheedDBA to actively and
continuouslymonitor the performance of the database servers for degradation of processing
speed, available disk space, and connectivity, to name jisiv @f the many configurable
paameers. This setion disaisss someof the SQL toolstha are available to assistthe DBA in
performing system tuning and performance monitoring.

Configure SQL Server

System 11 SQL Server has about 80 configurable parameters that sstpé&enanentlyor for
single runs of a program. Using tep_configure command, you can display a list of tizenes
and current values of thmarametergFigure13). Pleaseeferto the SybaseSysteml1 Technical
Overview document, Chapter 6, for specific information about what eacth@fparameters
controls. (URL http://www-esnt.sybase.com:80/css/techinfo.nsf/DoclD/ID=8200-0996)

The column titled name is the desaiption of thevariable. The column titled minimum is the
minimum allowable configuration setting.The columntitled maximum is the theoretical
maximum vdue to whidh the configuraion option @n be sd. The actud maximum value is
dependent onthe spexific platform and available resoures to theSQL Sever. The column titled
config_valuereflects the current systen ddault vaues. The column titled run_value reflects
the values the system is currently utilizing, which may be different from the default values.
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recovery inte rval
allow updates

user connecti ons
memory

open database s
locks

open objects
procedure cac  he
fill factor

time slice
database size
tape retentio
recovery flag
nested trigge
devices
remote access
remote logins
remote sites
remote connec tions
pre-read pack ets
upgrade versi on
default sortorder id
default langu age
language in c ache
max online eng  ines

aw:

min online en gines
engine adjust interval
cpu flush

i/o flush

default chara cter set id
stack size

password expi  ration interval
audit queue s ize

additional netmem

default netwo rk packet size
maximum netwo rk packet size
extent i/o bu ffers

identity burn ing set factor
allow sendmsg
sendmsg starti

ng port number

m ni num maxi mum cConil g_varluerun_va 1ue
1 32767 0 5
0 1 0 0
5 2147483647 0 25
3850 2147483647 0 5120
5 2147483647 0 12
5000 2147483647 0 5000
100 2147483647 0 500
1 99 0 20
0 100 0 0
50 1000 0 100
2 10000 0 2
0 365 0 0
0 1 0 0
0 1 1 1
4 256 0 10
0 1 1 1
0 2147483647 0 20
0 2147483647 0 10
0 2147483647 0 20
0 2147483647 0 3
0 2147483647 1002 1002
0 255 50 50
0 2147483647 0 0
3 100 3 3
1 32 1 1
1 32 1 1
1 32 0 0
1 2147483647 200 200
1 2147483647 1000 1000
0 255 1 1
20480 2147483647 0 28672
0 32767 0 0
1 65535 100 100
0 2147483647 0 0
512 524288 0 512
512 524288 0 512
0 2147483647 0 0
1 9999999 5000 5000
0 1 0 0
0 65535 0 0

Figure 13. sp_configure sample output

In order to perform the procedure, the DBA must have obtained the following information:

e Name of server to be configured

e New values for configuration variables.

To set SQL Server configuration variables, the DBA must hsaerole (SQL Server)
permissions. To set SQL Server configuratiovariablesallow updates, audit queue size,

password expiration interval, or remote accessso_role(SQL Server) is also required.

Some parameter values take effect as soon as you reset theQthlaes which involve memory

reallocation, do not change until you reset the value and then reboot SQL Server.
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Configure SQL Server Procedure

1 Log into thesever which will be reconfigured by typing:telnet ServerName or rlogin
ServerName, then presfeturn.

2 If a Login: prompt appears, log in as yourself by typingpurUserlID, then press
Return.

e A password prompt is displayed.
3 EnterYourPasswordthen presfeturn.
e You are authenticated as yourself and returned to the UNIX prompt.

4 Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY ServerName:0.0, then presfeturn.

5 Begin the SQL session by typing at the UNIX proispt -SServerName, then press
Return.

6 Type sp_configure, presReturn, typego, then presReturn.

e Alist of theconfigurable paameters, ther maximum and minimum véues, the
current setting and the default values is displayed.

7 After degermining which paameter(s) to resd, type
sp_configure “ParaméerName’, NewValue
then pres®Return; type go, then predeturn.

e ParamderNameis the name from the list displayed in step 6 ab®e sure to
enclose the name in double quotes.

e NewValueis the numeric value that you want to assigRdcamderName
8 Repeat step 7 above for each parameter you want to reconfigure.
9 When complde, typequit at the ISQL prompt, then preBeturn.

e You are returned to the UNIX prompt.

Memory Utilization and Configuration

Monitoring and configuring memory is probably the masiportant of the configurable
paraneters. If moredata can be accessed and worked oithie memory cache,len he sysém
will perform faster. However, configuring a large amount of tbhacheto an underutilized
procedure careld b a degradabn in sysem perfornance.
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When SQL server starts up, it refers to themory system configuration (Figure 14)o
determine the numbe of pages of real memory thd the SQL sever requests from theopeating

sysemwhen t comes up.

Operating System Ker nel
and Other Ap plications

SQL

SQL
Server
Kernel

Procedure

Server
Executable

SQL
Server
Intern al

Structur es

)

SOL Server Cache

Confiqurable

Figure 14. Physical memory allocat ion

An SQL Sever is configured when the Database Administraor ddermines tha a customiztion

or finetuning is reuired to optimiz2 memory dlocation or peformance.
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Database Security and Auditing

Database Secur ity and Audi ting
The folowing satements represenexanples for perforrmg secuty and auding:

|_\

Run sybinit and install auditing.
Add a login for auditing:

sp_addlogin ssa, ssa_password, sybsecurity

use sybsecurity

sp_changedbowner ssa

sp_role “grant”, sso_role, ssa

Enable auditing:

sp_auditoption “enable auditing”, “on”

sp_auditlogin loginname, “cmdtext”, “on”

To Test:

creae a #ble in a daébase wih one feld

grant dl on thetable for theloginname

log into isql using the loginname

insat arecord into thetable

log into isql as ssa

select * from sysaudits where loginname =
“loginname”
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Integrity Monitoring

Integr ity Moni toring

The Database Consistency Cheadkdbcc ) is asé of utility commands for diecking thelogical
and physical consistency of a databaddse the dbc commands:

As part of regular database maintenance (periodic checks run by the System

Administrator). These checks can @et and ofen correct errors beforehey affecta
use’s ability to useSQL Sever.

To determine the extent of possible damage after a system error has occurred.
Before backing up a database.

Because you suspect that a database is dam&geéxample, if using a particular
table generates the message “Table corrupt”, you can use dbcc to determine if other
tables in the database are also damaged.

The integrity of the internal structures of a database depends upon the Systamstratoror
Database Owner running database consistency checks on a regulaiwasmsajor functionof

dbcc are:

Checking allocation structures (the commands checkalloc, tablealloc, and indexalloc.

Checking page linkage and data pointers at both the page level and row level
(checktable and checkdbThe next section explains page and object allocation and
page linkage.

dbcc is usedin the databasdackupscripts to determine if the database is properly configured
and without errorslf errors occur, the backup will not proceed and a message is sent to the DBA
with notification of the problem.
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Troubleshooting

Diagnosi ng Database System Pr oblems

Sympt oms of a Damaged mast er Database

A damaged master database can be caused by a media failure in the wteehanasteris
stored,or by internalcorruption in the database. A damaged master database makes itself known
in one or more of these ways:

e SQL Server cannot start.
e There are frequent or debilitating segmentation faults or input/output errors.

e dbcc (thedatabase consistency checker) reports damage during a regularly-scheduled
check of your databases.
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Practical Exercises

Introd uction

These practal exercees are presest in “day-in-the-ife” scenams rebting to datbase
administrationactivities. They representeal situations that you, as database administrator, are
likely to encounter on a day-to-day basis.

Equipment and Materials

A functioning Release 4 system

Starting and Stoppi ng SQL Ser ver

1. Check to see that the SQL Server processes are runifiitigey are not running, start them.
If they are running, shut them down and restart them.

Database Devices

1. Create the script file(s) that will create a database device wsetlerto be announced
from the podium.The following parameters should be met:

e Device Nane = class_dewe
e Physical Name = TBA
e Device Size = 100 MB (be sure to convert this to blocks!)

e Virtual Device Number = you must determine this number.

2. Be sure to prepare all the appropriate files properly named and located in the correct
subdirectories.

3. If time and space permit (to be determined by the instructor), perform the creats of
device.
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User Databases

MargaretJans, a dat sceentist, hasrequestdthata small datbasebe creatd soshecantrack50
new experiments.

1.

Createthe script file(s) that will createa user database on the server to be announced
from the podium.The following parameters should be met:

. Database Name = mjanisdb

. Database Device Name = class_device
. Database Size = 50 MB

. Transadbn Log $ze =5 MB

. Transaction Log Device = default_device

Be sure to prepare all the appropriate files properly nhamed and located in the correct
subdirectories.

If time and space permit (to be determined by the instructor), perform the creats of
database.

Backup and Recovery

1.

Perform a manual backup of the autosys databaseend the backupo the
autosys_backup server.

Be sure to prepare all the appropriate files properly nhamed and located in the correct
subdirectories.

Assunre that the dasbase dewe you cread atthe begnning of hese exerseshas
failed. Performall the steps required to recreate the database device and restore the
databaseto full funaiondity.

74 625-CD-011-002



Slide Presentation

Slide Presentation Description

The following slide presentation represents the slides used Iysthéctorduringthe conductof
this lesson.
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